COUNCIL FOR SECURITY COOPERATION IN THE ASIA-PACIFIC

Workshop on Cybersecurity
Gumaya Tower Hotel, Semarang, April 5, 2017

AGENDA

Tuesday, April 4, 2017

18:30 Welcome Reception
19:00 Opening Dinner

Wednesday, April 5, 2017

8:30 Registration

9:00 Welcome remarks
(CSCAP Indonesia and USCSCAP)

9:05 Session 1: The Regional Cyber Security Environment

This session examines the state of the cyber security environment. What are the
chief threats and dangers? What role does cyber play in terrorism or
transnational crime? How has the regional environment changed since the 2012
CSCAP Report, “Ensuring a Safer Cyber Security Environment”? What new
risks have emerged? Are there new opportunities as well? What are the major
obstacles to countering these threats?

Speakers:
10:30 Coffee Break
10:45 Session 2: Progress in ASEAN in light of the ASEAN Cybersecurity

Ministerial and ASEAN Cyber Strategy

This session will hone in on ARF efforts and their impact on regional cyber
security. What progress has been made since the ASEAN Cybersecurity
Ministerial and the articulation of the ASEAN Cyber Strategy? What has
impeded ASEAN and ARF progress? What is the best role for the ARF in this
effort? Are there other forums or venues that should be considered to tackle
this challenge?

Speakers:

12:15 Lunch



13:30

15:00

15:15

16:45

18:30

Session 3: CBMs that can help the ARF achieve a safer cybersecurity
environment

This session will focus on the recommendations for cooperative measures
within the 2015 ARF Cyber Work Plan, and provide updates. What are the
most urgent and necessary cyber CBMs that have the potential to help the ARF
achieve regional cyber stability? How can the ARF best implement cyber
CBMs and continue to make progress in this area? It will also examine other
reports, recommendations, and CBMs, such as the 2015 UN GGE report’s
recommendations on CBMs and progress on cyber CBMs within the OSCE.
Speakers:

Coffee Break

Session 4: Next Steps for CSCAP and the ARF
Speakers:

Session adjourns

Dinner



